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[D SECURE YOUR NETNORK

. CHANGE YOUR ROUTER SDEFAULT PASSNORD 10 SOMETHING
 STRONG AND UNIQUE. o

o USEWPA3ENCRYPTION (LOOK FOR W 6) et

» CREATE A SEPARATE GUEST NETWORK T0 ISOLATE YOUR SMART
 DEVICESFROMYOURMAINNETWORK.

. REGULARLY UPDATE YOUR ROUTER” S FIRMAARE. ENSURE s
EQUIPPED NITH THE LATEST s&cumw PATCHES




. STRENGTI-IEN DEVICE PASSHORDS

. HHENSETINGUP YOUR SHARTDEVICES, B DLIGEN ABOUT CHOOSING
i . STRONG, UNIQUE PASSHORDS. . o
B AVODUSINGEASLY GUESSABLE INFORMATONLKE 123456 A
8 UPASSWORD” ey

‘ USEACONBINATION OF UPPER AND LONER CASE ETTERS, NUMBERS AND
gl N T

. FOR ADDED SECURITY CONSIDER USINGAPASSNORD MANAGER




9 ENABLE TNO FACTOR AUTHENTICATION

IIIII

o MANY SHART HOME DEVICE MANUFACTURERS OFFER 2FA AS AN EXTRA
~ LAYEROF SECURITY (ALSO CALLED MFA).

-. o BYENABLING 2FA YOU CAN KEEP PEOPLE OUT.THISIS TRUE EVEN F

© SOMEONEMANAGESTOGUESSYOURPASSWORD.
._ o THEY HON'T BE ABLE TO GEF PAST THE SECONDARY AUTHENTICATION STEP, w
[ e THS PROVIDES AN EXTRA SAFEGUARD AGAINST UNAUTHORIZED ACCESS.
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ML ;{fi-'-_f- FIRMWARE UPDATES ARE ESSENTIAL FOR FIXING SECURITY
i VULNERABILTIES IN YOUR SMART DEVICES. ok
/" o MANUFACTURERS RELEASE THESE UPDATES T0 PATCH DISCOVERED o
N HEAKNESSES. i x
O MAKEMA HABTTO CHECK FOR FIRMNARE UPDATES REGULARLY AND
s, oTENRROWPLY.
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e 'ET YOUR DEVICES

e NOT ALL SMART DEVICES ARE CREATED FQUAL -

‘ " HHEN CHOOSING NEWDEVICES FOR YOUR SART HOME, RESEARCH THE
© " MANUFACTURER"S REPUTATION. el e
‘» LOOK FOR PRODUCTS THAT HAVEAHISTORY OF PROMPT UPDATES m 8
. ROBUST SECURITY FEATURES. Al e e\l
. AVOID PURCHASING DEVICES FROM OBSCURE OR UNTRUSTED BRANDS,




@) ISOLATE SENSITIVE DEVICES

| . CONSIDER SEGREGATING YOUR MOST SENSITIVE DEVICES ONTOA
 SEPARATENETHORK. . -

o FOREXAMPLE, USEADEDICATED NETHORK FOR .
. SMART LOCKS, SECURITY CAMERAS AND OTHER CRITICAL DEVICES Sl

‘o THIS KEEPS THEM SEPARATE FROM YOUR LESS CRITICAL GADGETS P

. SUCH AS SMARTBULBS ORSPEAKERS.

© o THISHAY, EVEN IFAHACKER COMPROMISES ONE NETNORK THE OTHER -

DEVICES REMAIN SECURE A
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Lo . SMART HOME APPS OFTEN REQUEST ACCESS T0 VARIOUS
% . DERMISSIONS ON YOUR DEVICES v
o BEFORE GRANTING THESE PERMISSIONS, SCRUTINIZE AHAT DATA s
| iploTHMNGmACCESS s . T TR
o DECIDE HHETHER 1S NECESSARY FOR THE DEVCE'S FUNCTIONALTY.
o RESTRICT PERMISSIONS TOTHE LEAST REQUIRED FOR THE DEVCETO -
e OPERATE e i’
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. v0|c5 ACTIVATED ASSISTANTS HKE ALEXA AND GOOGLE ASSISTANT ARE
 INCREDIBLY CONVENIENT, BUT CAN ALSO POSE PRIVACY RISKS '
. REVIEN YOUR YOICE ASSISTANT SPRIVACY SETTINGS.
. BE CAUTIOUSABOUT WHAT INFORMATION YOU SHARE NITH THEM. . 20
o CONSIDER MUTING THE MICROPHONE WHEN YOU' RE NOT ACTIVELY USING n
e THIS PREVENTS UNINTENDEDEAVESDROPP!NG i




0 CHECK YOUR DEVICES REGULARLY

T e REGULARLY CHECK THE STATUS AND ACTIVITY OF YOUR SMART DEVICES.
e f  LOOK FOR ANY UNUSUAL BEHAVIOR. _
8.0 w “SUCH AS DEVICES TURNING ON OR OFF UNEXPECTEDLY il
® 8§ o ORUNKNOWNDEVICESAPPEARINGONYOURNETWORK.
o[RS, e IF YOU NOTICE ANYTHING SUSPICIOUS NVESTIGATE ANDTAKE ACTON
. Hlaasay 00 PROMPTLY certe s -
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i . REVIEN YOUR SHART DEVICE" S PRIVACY POLICY.

: /7"« UNDERSTANDHOWIT USES YOURDATA, N

“ »\ ;__ SOME DEVICES AY cochr AND SHARE YOUR INFORMATION NITH |
T MBODAMES o dmaee -

T agges® e [TCANBEFOR ADVERTISING R OTHER PURPOSES,

. . exgiRE « MAKEINFORMED DECISIONS ABOUT THE DEVICES YOU BRING INTO

L e\ YOUR HME. .
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. STAY INFORMED  WHM.TURNKEYSOL.COM

. STAY INFORMED ABOUT THE LATEST DEVELOPMENTS IN SHART
 HOME SECURITY.

o SUBSCRIBE T0 oun SECURITY NENSLETTERS FOLLONUSON
- SOCIAL MEDIA FOR UNIQUE CONTENT AND KEEP UP NITH was '
 ARTICLES ON OUR BLOG. L

‘_ THE MORE YOU KNOK, THE BETTER EQUIPPED YOU LL BETO
PROTECT YOUR SMART HOME i
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SCAN THIS QR CODE TO ACCESS
ALL OF OUR RESOURCES



