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. CAN YOQU SPOT A PHISH? =

You just recelved an emall from your bank notifying you of a fraud attempt... Oh No'

but was it really from YOUR bank7

[Card Fraud Prevention] Activity On Your Debit or ATM Card On 12/28/2019 [MAIL 1D:4435446] BE Fo RE YOU RE CT & T KE CTION
Chase Fraud Alert <admin@vagaro.com> [ J
& Grah . -
Show Detail

Email not displaying correctly? View It in your browser ° S I OW D ow N
CHASE O

D Customaer,

« Hover over the links to see the details

Wa're latling you know that we've delected some unusual activity on your card on 1272872018, For your securly, plaase
varify the following iransaction(s) o thal you can continue o usi your cand

Do you recognize all of thesa transaction(s)?
Approvad transaction at SQC CASH APP for $§224.49 on 12/28/2019

Declined transaction at TOP UP B.V. for $624.11 on 127282018 L = .
Approved transaction at BESTBUY for $124.58 on 1272872018 . o a n y I n s I n e e m a I
YES, | recognize all of these transactions

YES will make your card immediately ready to use again o Never use phone numbers from the email

MO, | don't recognize one or more of
these transactions

NO will allow you to complete the verification process and file a fraud claim in Online or Mobile
Banking

Please do not reply 1o this automatically generated message. If you have any questions, please call us al the number localed
at the top of your statameant.




)
)

W CAN YOU SPOT A PHISH?

/|\

The Answers Are In The Details! What To Watch Out For:

D00 SR THERE ARE - ITEMS IN THIS

] Delete & Archive [g Move E Flag

EMAIL THAT CAN TELL YOU IF
@ e e THIS IS A PHISHING ATTEMPT.

Privacy Policy
482.2 KB

Dear Valued Customer,
You are require to update your account information immediately to prevent account

termination. Update password information and verify your email address here:

www.securitybank.net/info
Please be sure to read the updated privacy policies in the attached document. AI I 6?
Thanks, ’

Security Bank Account




® CAN YOU SPOT A PHISH? ®

@ An |Ileg|t|mate or unfamlllar emall address

S s LA D Have you ever received this
& Delete (5 Archive 3 Move [ Flag type of notification from your
bank before?
Action Reguired!
. Accounts <accounts.securitybank@gmail.com>' 4§ Were you expecting an email
To: @Vou from your bank?

Privacy Policy
482.2 KB




5> CAN YOU SPOT APHISH?

A sense of urgency / CaII to actlon

Is the email using alarming

phrases asking you to act
] Delete = Archive g Move C Flag - immediately?

® ® ® Action Required! 2

Action Required! :
2 Action Require Does the email have

. Accounts <accounts.securitybank@gmail.com> a scare tactic

To: @ You (call now or be charged)?

Privacy Policy
482.2 KB




CAN YOU SPOT A PHISH?

@ A generic greeting / salutation

Is the email addressed to
Dear Valued Customer, | 3 Mrs./Mr. or dear valued

You are require to update your account information immediately to prevent account accou nt h OI d er?
termination. Update password information and verify your email address here:

www.securitybank.net/info

Does the email use generic
language that might be from

Please be sure to read the updated privacy policies in the attached document.

Thanks,
Security Bank Account
a BOT?




CAN YOU SPOT A PHISH? /5
\«
- @ Spellmg & grammaf mlstakes

Check the email for missing
words such as "the" or "your"?

Dear Valued Customer,

You are require to update your account information immediately to prevent account
termination. Update password information and verify your email address here:

www.securitybank.net/info DOUbIE'ChECk for Sma"
Please be sure to read the updated privacy policies in the attached document. miSta kes that you mig ht nOt
Thanks, catch at first glance such as

Security Bank Account

"grammar” vs. "grammer".

http://www.malware.com/hack.php
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CAN YOU SPOT A PHISH? (O

@ Susp|C|ous Imks / Imks not matchmg destmatlon

Hackers can change the
underlined link title to fool you...

Dear Valued Customer,

You are require to update your account information immediately to prevent account
termination. Update password information and verify your email address here:

www.securitybank.net/info 5 Hover your mOUSE Over

Please be sure to read the update http:ﬁwww.malwaracumfhack,php the Ilnk y0u CI'Ck
Thanks, On lt tO See lf the

Security Bank Account deStination matChES!




&3 CAN YOU SPOT A PHISH?

@ Unexpected attachments Espec.auy e les)

Never download an attachment

® ® & Action Required! iti
R Requine unless you know exactly what it is.

W Delete 5 Archive [g Move [ Flag - Even if you believe it to be
legitimate - if you weren't
expecting it, always verify with the

. Accounts <accounts.securitybank@gmail.com> sender outside of the email chain
To: £ You

Privacy Policy
482.2 KB

6

Action Required!

In question.




Regular Employee Cyber Security Training Is Essential!

-We're Here To Help-

MORE ABOUT CYBER SECURITY
TRAINING FOR YOUR STAFF.




