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- THINK BEFORE YOU CLICK
- CHECK FOR OVERLY GENERIC CONTENT OR GREETINGS
- EXAMINE THE ENTIRE "FROM" EMAIL ADDRESS
- LOOK FOR URGENCY OR DEMANDING ACTIONS
- CHECK THE LINK FIRST
- LOOK FOR MISSPELLINGS, INCORRECT GRAMMAR, LOGO DIFFERENCES, OR ODD PHRASING
- CHECK FOR SECURE WEBSITES
- AND IF ALL ELSE FAILS - DON'T CLICK!

General tips for recognizing a
phishing scheme
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First, you need
to understand
What Phishing Is

DECEPTIVE PHISHING: ANY ATTACK
BY WHICH FRAUDSTERS IMPERSONATE
A LEGITIMATE COMPANY & ATTEMPT
TO STEAL CREDENTIALS

SPEAR PHISHING: WHEN FRAUDSTERS
CUSTOMIZE THEIR ATTACK EMAILS
WITH THE TARGET'S PERSONAL INFO
(PHONE #, TITLE, ETC.)

CEO FRAUD: TARGETING AN
EXECUTIVE BY SENDING A FAKE
EMAIL THAT LOOKS LIKE IT CAME
FROM THE CEO OR ANOTHER COMPANY
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Types of Phishing



stop - think - detect

- Are you expecting an email from this person?

- Have you ever received an email request from this    

 person? 

- Does this email contain a "Call to Action" Click Bait Link?

- Is the email threatening in any way?

- Are there any misspellings? Company logo a different color?

- Does this email contain an attachment?

be a detective



Remember:Remember:
If it looksIf it looks
suspicious -suspicious -
It probablyIt probably

is!is!

Make sure you read the full
email address of the sender. 
If the email address looks
suspicious, report it. Hover over all URL links

before clicking on them to
make sure they are
legitimate.

Stop - Don't Click that! 
Any email with a file
attachment should be
considered suspicious until
confirmed otherwise.

Verify a site's security by
checking for the "https" URL
with a closed lock icon

TKS - sept 2, 2021



TKS - Sept 2, 2021Can you identify the red flags in this sample email?Can you identify the red flags in this sample email?

Hover your mouse over the link to reveal the real full link and verify that the address link is a legitimate

The Hover
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Right-click on the senders'email address to get more details and verify if it is legitimate.

The Profile



TKS - Sept 2, 2021Can you identify the red flags in this sample email?Can you identify the red flags in this sample email?

Search the email content for easy-to-spot red flags like misspellings.

The Red Flags
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CALL US:

225-751-4444

EMAIL US:

ASK@TKS.LA

CONTACT US ONLINE:

www.turnkeysol.com

Need help?

want more
training?

TKS is here
for you!

TKS offers Security Awareness Training 

& Phishing Email Testing for your staff. 

Get in touch with us to learn more!


